APRIL/MAY 2023 


CECA63B/CECS63B — CRYPTOGRAPHY 


Time : Three hours Maximum : 75 marks 


SECTION A — (10 x 2 = 20 marks) 
Answer ALL the questions. 


1. Define Traffic Analysis. 

2. List out the various Security Services. 

3. Extend in detail about Secret Key. 

4. Explain about Monoalphabetic Substitution 


Cipher. 
5. Construct in detail about the Timing Attacks. 
6. Write Plan in detail about Blinding with example. 


7. Analyze in detail about the Sequence Modification. 
Examine. 


8. Examine in brief about the Timing Modification. 


9. Conclude in detail about Timestamp in the 
Signature Component. 


10. Construct in brief about the Content-Type in 
MIME Header Fields. 
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(b) 


(a) 


(b) 


(a) 


(b) 


(a) 
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SECTION B — (5 x 5 = 25 marks) 
Answer ALL the questions. 
What is meant by Security Attacks? Explain 
with example. 
Or 
Relate in detail about various Security 
Mechanisms with example. 


Rephrase in brief about Ceaser Cipher 
Substitution Techniques with example. 


Or 


Interpret in detail about Transposition 
Techniques with example. 


Plan in brief about Several Techniques in 
Distribution of Public Keys of Key 
Management with example. 


Or 


Construct in detail about Distribution of 
Secret Keys Using Public-Key Cryptography 
in Key Management with example. 


Examine in brief about Message Encryption 
in Authentication Functions with example. 
Or 


Survey in detail about Simple Hash 
Functions with example. 
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15. 


16. 


17. 


18. 


19. 


20. 


(a) Determine in detail about Statistical 
Anomaly Detection in Intrusion Detection 
with example. 


Or 


(b) Discuss in brief about Rule-Based Detection 
in Intrusion Detection with example., 


SECTION C — (8 x 10 = 30 marks) 
Answer any THREE questions. 


Relate in detail about the- OSI Security 
Architecture with neat diagram. 


Summarize in brief about Block Cipher Principles 


with example. 


Construct in detail about The Security of RSA 
Algorithm with example. 


Examine in brief about Security of HMAC with 
neat diagram. 


Explain in detail about Password Selection 
Strategies in Password Management with 
example. 
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